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Understand the components and the operation of an 

Information Security Management System based on ISO 

27001 and its principal processes

Understand the goal, content and correlation between ISO 

27001 and ISO 27002 as well as with other standards and 

regulatory frameworks

Master the concepts, approaches, standards, methods and 

techniques for the implementation and effective management 

of an ISMS

1

2

3

Training Objectives

Acquiring Knowledge
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Training Objectives

Development of Competencies

Interpret the ISO 27001 requirements in the specific context of 

an organization

Develop the expertise to support an organization to plan, 

implement, manage, monitor and maintain an ISMS as 

specified in ISO 27001

Acquire the expertise to advise an organization on information 

security management best practices

Strengthen the personal qualities necessary to act with due 

professional care when conducting a compliance project

1

2

3

4
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Choose a Methodological Framework to Manage 
the ISMS Implementation Project

4. Act

4.1 Treatment of 
Non-conformities

4.2 Continual
Improvement

3. Check

3.1  Monitoring,
Measurement, 
Analysis and 
Evaluation

3.2 Internal Audit

3.3 Management
Review

2. Do

2.2  Document
Management

2.3  Design of  
Controls & 
Procedures

2.5  Awareness &       
Training

2.8 Operations
Management

2.7  Incident 
Management

2.4  Communication

2.1  Organizational         
Structure

2.6 Implementation 
of Controls

1. Plan

1.2 Understanding 
the organization

1.3  Analyze the 
existing System

1.5  Scope

1.6  Security Policy

1.1 Initiating the 
ISMS

1.4  Leadership and 
Project Approval

1.8  Statement of
Applicability

1.7 Risk Assessment
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1.1. Initiating the ISMS Implementation

Proposed approach

Apply best practices in 

project management

5. Iterative Approach 3. Systematic Approach

2. Systems Approach

Rapid implementation of 

the ISMS respecting the 

minimum requirements 

and switch to continuous 

improvement thereafter

Overall implementation of 

the ISMS process, not by 

isolating processes

1. Business Approach

Integrates into the context of 

commercial activities across 

the organization

Guidelines

4. Integrated Approach

Integrating the ISMS or harmonize it with 

other requirements of the organization
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Opportunites Threats

WeaknessesStrengths

1.2. Understanding the Organization and 
its Context  

Analyzing the External Environment

Practical Advice

 ISO 27005 offers no practical 
approach to analyze the context 
of an organization

 Several methodologies exist to 
understand how an organization 
functions

 The important thing is to identify 
the characteristics of internal and 
external environmental factors 
that will influence risk 
management: mission, main 
activities, internal organization, 
stakeholders, etc..
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Understanding the structure 
and main actors of the 
organization related to the 
scope at the levels:

Strategy (who sets the 
strategic directions?)

Steering (who coordinates 
and manages the 
operations?)

Operational (Who is 
involved in production and 
support activities?) 

1.2. Understanding the Organization and its 
Context 

Analyzing the Internal Environment
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1.3. Analysis of the Existing Management 
System

Gap Analysis

 Technique to determine the steps to 
move from current state to a desired 

future state

1. Comparison of the current 
performance of the security 
management system with the ISO 
27001 requirements

2. Identifying the improvement needs

3. Basis for drafting the ISMS project 
plan 
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1.3. Analysis of the Existing 
Management System
Gap Analysis and the Level of Maturity
You can set targets for processes and security controls based on target 

maturity levels :

Total absence

of identifiable

processes

Non standard

processes

in place

Processes 

implemented 

case by case

without any 

method

Processes 

monitored and 

measured

Processes 

optimized

Processes

are documented 

and

communicated

2. 

Managed 
3. 

Defined 
4. 

Quantitatively 

Managed

5. Optimized1. 

Initial
0. 

Non-existent
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1.4. Leadership and ISMS Project 
Approval

ISO 27003, clause 5.4 

• Increased knowledge of laws

• Optimal allocation of resources

• Identification of critical assets

• Security process checked

and measured

Key Benefits

of Management Commitment
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1.5. ISMS Scope

Importance

A clear definition of scope, focusing on key activities of

the organization, is an important success factor for the

ISMS implementation. This will make it easier to:

1. Get the support of the management

2. Mobilize stakeholders for the project 

3. Justify added value to the interested parties

Important note: the size of the scope is the first factor

influencing the amount of effort required for the project
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1.6. ISMS Policy

Process of Drafting a Policy

 it is important to ensure the support and understanding of a policy before its publication

1. 

Define a person

responsible

2. 

Define

the  policy

components

3. 

Drafting

the 

sections

4. 

Validation

of the 

contents

and

the format 

5. 

Validation 

by the 

stakeholders
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1.6. ISMS Policy

Types of Policies

High Level Topic-specific Policies

 Specific guidance on a topic

Detailed Policies

 Specifies the internal requirements of 
another policy

 Usually covers a very specific and / or 
target audience

Policy on 

access 

control

Policy on 

cryptography

Policy on 

Continuity of 

activities

Incident 

Management 

Policy

Information 

Security Policy
ISMS Policy

Security Policy

High level General Policies

 General guidelines for the 
management of a sector of activities: 

procurement & supply, human 
resources, sales, marketing, etc.
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1.7. Risk Assessment 

z

Identification 

of assets

Identification 

of threats

Identification 

of existing 

controls

Identification of 

vulnerabilities

Identification of 

consequences

Assessment

of

consequences

Assessment 

of incident 

likelihood

Level of risk 

determination

Risk 

treatment 

options

Risk 

treatment 

plan

Evaluation 

of

residual risk

1.7.6. Risk 

Treatment

1.7.7. Risk 

Acceptance

C
o

n
te

x
t 

E
s
ta

b
li

s
h

m
e
n

t

9. Risk Monitoring and Review

1.7.3. Risk 

Identification

1.7.4. Risk 

Analysis

1.7.5. Risk 

Evaluation

Risk 

treatment plan 

acceptance

Residual risk 

acceptance

Risk Assessment

Risk Monitoring and Review

Risk Communication and Consultation

Evaluation of 

levels of risk

based on risk       

evaluation criteria
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1.7. Information Security Risk Management 
Process according to ISO 27005

Risk Assessment

R
is

k
 C
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m

m
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n
ic

a
ti
o
n
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n
d
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o
n
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a
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o
n

R
is

k
 M

o
n
ito

rin
g
 a

n
d
 R

e
v
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w

Risk Identification

Risk Analysis

Risk Evaluation

Risk Treatment

Risk Acceptance

Context Establishment

yes
Assessment satisfactory?

Treatment satisfactory?
yes

no

no
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1.8. Statement of Applicability

Example
Control Applicable Description Justification Documentation Responsible

A.5.1.1.

Information   

security   

policy 

document 

yes

The Information Security policy, 

approved by management, in 

effect since December 21, 2008. 

A copy was sent to all 

employees and stakeholders. 

The official version is available 

on the Intranet

To provide to the information 

security guidance and 

support from management, 

according to business 

requirements and laws and 

regulations

Security-policy-

3213PO

Information 

Security 

manager

A.5.1.2.

Review of 

the 

information 

security 

policy 

yes

Security policy information is 

reviewed each year at the 

management review and the 

formal resolution extended for 

another year. In case of major 

changes, a review may take 

place during the year at the 

request of RSI or direction

Ensure that security policy is 

kept up to date and remains 

aligned with the objectives of 

the organization

1. Mnagement-

review-procedure-

312PR

2. Security-policy-

3213PO, Clause 

6.2

3. Management 

Review   

Proceedings 2009 

Information 

Security 

manager

A.6.2.2 

Teleworking No ------------------------------------

Our organization has no 

activities related to 

teleworking.

No document IT manager
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2.1. Organizational Structure

Responsible for a Security Process or a Security Control

What are the missions? How to implement? When? 

Determine the objectives for the 

process/control

Discuss with management, the head of information security and 

involved staff
Once a year

Being a "relay" between the information  

security responsible and all those involved in 

the process/controls operations

- Communicate and educate on issues of the ISMS process

- Encourage reporting of incidents, malfunctions, suggestions for 

improvement, etc

- Communicate the decisions of the information security committees 

and the management reviews

Ongoing

Ensure the proper functioning of the 

process/controls and availability of all related 

documentation 

Verify that the processes and controls are applied every day Ongoing

Ensure compliance of documentation with 

reality (file process, records, procedures and 

other related documents)

Taking into account the audits results, the reports of the information 

security committee and the feedback from stakeholders
Ongoing

Ensure the availability of information to 

monitor and measure the process

Check that the elements defined in the monitoring table of objectives 

and monitoring are available

According to 

the periodicity 

of indicators

Follow the treatment of non-conformities, 

corrective and preventive actions on the 

process

Verify that the monitoring table notification forms are properly filled in
After each 

reporting
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2.2. Documentation Management 

ISMS Documentation

Provides objective evidence of 

compliance with the ISMS requirements 

Describes in detail how the tasks and 

activities are conducted

Describes process, security 

controls and procedures 

(who, what, when, how, where 

and why)

Governance

framework

descriptions

Policies, SoA, scope, management review, 

and other strategic documents

Description of the security 

process, controls and procedures

Worksheets, forms, 

checklists, etc.

Records

Level 1

Level 2

Level 3

Level 4
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2.2. Documentation Management

Developing a documentation management process and 
drafting of a procedure

5. Approval

4. Modification

8 . Archiving 

1. Creation

3. Classification

and security
2. Identification

6. Distribution
7. Adequate

use

9. Disposal

A procedure must be established to manage the document life cycle
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2.3. Design of Controls & Procedures

Designing the Processes and Controls

Before describing the processes and controls they should 

be thought up and the design should be "carried out” by 

identifying:

1. Objectives

2. The elements entered

3. The roles and responsibilities of key stakeholders

4. Interfaces with other processes

5. The resources needed for operations

6. Lists of activities and tasks to perform in operations

7. List of records

8. Key indicators of efficiency measures

9. Output elements
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2.3. Design of Controls & Procedures

Description of the Processes and Controls

Narrative

Description

Mixed

approach

Description

by process 

schemes

Detailed 

description in a 

literary form of the 

processes and 

security controls

Representation of 

the processes and 

security controls 

in a visual format

Description by process schemes 

supplemented by text descriptions
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2.3. Design of Controls & Procedures

Example of an application process for an urgent change

signed RFC**
RFC  completed with 

annex

Update change 

records

Update urgent RFC 

binder

 If the RFC is to be 

implemented, the 

completed annex 

has to added to the 

RFC. In some 

urgent cases, this 

action may be 

completed after the 

change is into 

operation.

Initiator

 Classify 

the paper

copies

Change 

coordinator

Record signed 

RFC

 Revise the new 

item.

 Have the initiator to 

complete if 

necessary

 Check the field 

''Urgent Change 

Flag' 'in item RFC 

in SharePoint..

Change 

coordinator

Receive the 

urgent request

Complete 

the RFC

 Create a new item 

or go to an existing 

item in SharePoint

 Complete the 

required fields and 

print

 Obtain approval of 

the responsible

 Inform and provide 

a copy to the 

Coordinator of 

changes

Initiator

Getting 

approval

The deadline 

to apply 

for a change* 

is lost and 

must proceed 

without delay

Update  the 

calendar and 

the urgent 

RFC binder
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2.4. Communication

Other corporate principles, 

policies and strategies 

Information security 

policy

Information security communication policy

Information security communication strategy

Information security communication activities

Establish 

objectives

Identification of

interested parties

Considering 

resource issues

ORGANIZATION

Evaluating

Interested 

parties

Target 

groups

P
ri

n
c

ip
le

s
 o

f 
c

o
m

m
u

n
ic

a
ti

o
n

Conducting

Management review & 

planning revisions

Planning

• Situation analysis

• Setting targets

• Identifying target 

groups

• Defining geographic 

scope

• Identifying 

information

Selecting

approaches & tools

• Define 

responsibilities

• Tracking input from 

interested parties

• Planning for crisis 

and emergencies

Executing

• Collecting and 

evaluating data

• Conducting 

communication 

activities

• Recording & 

responding to 

feedback
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2.4. Communication 

Communication approaches and tools

Newspaper articles

Press releases

Advertisement

Public meetings

Focus group

Surveys

Guided tours 

of the organization

Workshops 

and Conferences

Media interviews

Presentation to groups

Website

Reports

brochures & 

newsletters

Posters

Emails



29

2.5. Awareness and Training

Assessment of the required Skills

Functions Policies Incident Risk Audit Legal

Function A

Function B

Function C

Function D

Function E

Expertise Knowledge Awareness-Level
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2.5. Awareness and Training

Competence and Training

Behavioral

skills

K
n
o
w

le
d
g
e

-

a
b
le

Knowledge

Skills

Context

Competent

 Demonstrated ability 
to implement 
knowledge and skills

Competence

 Process to provide and 
develop knowledge, 
skills and behavior to 
meet requirements

Training
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2.5. Awareness and Training

An employee who is not aware or 

untrained represents a potential risk

The awareness program allows:

1. To raise awareness 

2. To ensure consistency in Information security 

practices

3. To contribute to the dissemination and 

implementation of policies, guidelines and 

procedures
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2.5. Awareness and Training

Differences

Training Awareness Communication 

Acquiring skills Changing habits Be informed

Addressed to the 

intellect

Intended primarily to 

emotions and behavior
Addressed to the intellect

What skills do they 

have to acquire?

What behavior do we want 

to strengthen or change?

What messages do we 

send?
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2.6. Implementation of Controls

ISO 27001, A.14.2

A.14.2

Security in 

development and 

support processes

A.14.2.1 Secure development policy

A.14.2.2 System change control procedures

A.14.2.3 Technical review of applications after operating platform 

changes

A.14.2.4 Restrictions on changes to software packages

A.14.2.7 Outsourced development

A.14.2.6 Secure development environment

A.14.2.5 Secure system engineering principles

Security

Objective

Security Controls

A.14.2.8 System security testing

A.14.2.9 System acceptance testing



34

2.7. Incident Management

Process and Procedure for Incident Management

Assessment

Decision

Event
Detection

ReportingReporting

Information Collection

First Assesment

Relevant?

Relevant?

Incident 

under 

Control??

Activate Crisis 

Organization?

Immediate 

Response

Yes

No

Yes

Second Assesment

False positive

Later Responses ‘’Crisis’’ 

Activities

No

No
F

o
re

n
s

ic
 A

n
a

ly
s

is

C
o

m
m

u
n

ic
a
ti

o
n

s

Review

Improve

ResponseNo

Yes Yes

User/Source Operations Support 

Group ( 24h x 7d)

Internal ISIRT (on call) Crisis Organizations, 

including External 

ISIRTs

T
im

e
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2.8. Operations Management

When the project team has 
completed the implementation 
of the ISMS process and the 
security controls, a transfer 
must be made to operations

Management

of

Operations
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3.1. Monitoring, Measurement, Analysis 
and Evaluation 

Determination of measurement objectives

Measurement Objectives

 The standard does not indicate what 
needs to be monitored or measured

 It is up to the organization to 
determine what it needs to be 
monitored and measured

 It is best practice to focus monitoring 
and measurement on the activities 
that are linked to the critical 
processes that enable the 
organization to achieve its 
information security  objectives and 
targets

 Too many measures can distort an 
organization’s focus and blur what is 
truly important 

0

10

20
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3.1. Monitoring, Measurement, Analysis 
and Evaluation 

What minimally needs to be monitored and measured?

1. The extent to which 

the organization’s 

information security 

policy, objectives and 

targets are met

2. The processes, 

procedures and functions 

that protect its prioritized 

activities

4. Compliance with applicable legal and regulatory 

requirements, industry best practices, and 

conformance with its own information security 

management policy and objectives

3. Historical evidence 

of deficient ISMS’ 

performance, e.g. 

nonconformity, near 

misses, false alarms, 

failures, incidents

2.300

5. Data and results of 

monitoring and 

measurement sufficient 

to facilitate subsequent 

corrective and preventive 

action analysis
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Second Party Audit

Our organization audits 

our supplier

Second Party Audit

Our customer audits our 

organization

3.2. Internal Audit

Types of Audits

Third Party Audit

Our organization is 

audited by an 

independent 

organization

Customer Supplier

External

Internal

Organization

First Party Audit

Our organization audits 

its own systems
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3.2. Internal Audit

Main Services and Activities of the Internal Audit

2. Evaluation of the 

governance of the 

management system

7. Evaluation of the continual 

improvement

1. Evaluation of the objectives of 

the management system

8. Coordination between 

internal and external audit

6. Evaluation of the 

measurement and the review 

of the management system

5. Evaluation of the effectiveness and 

efficiency of the lifecycle 

management of the management 

system

3. Evaluation of the ongoing 

risk management

4. Evaluation of the effectiveness and 

efficiency of processes and security 

controls

Main 

objectives
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3.2. Internal Audit

Create the Internal Audit Programme

Establishing the audit programme (5.2) 

- Objectives & extent    - Roles & responsibilities

- Competence               - Audit programme risk

- Procedures                 - Resources

Implementing the audit programme (5.3)
- Defining individual audit objective, scope and criteria

- Determining the audit method(s)

- Selecting the audit team

- Assigning responsibilities to auditors

- Managing & maintaining audit programme records

Audit programme monitoring (5.4)

- Review and approve audit reports

- Determine the necessity of any follow-up audit

- Evaluate the performance of the audit team 

members, feedback from all stakeholders

Reviewing and 

improving audit 

programme (5.5)

Competencies and 

evaluation of 

auditors

(Clause 7)

Audit activities

(Clause 6)

P
la

n
C

h
e
c
k

D
o

A
c
t
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3.2. Internal Audit

Create Audit Procedures

For small organizations, the above activities

can be covered by a single procedure

Audit procedures should include information on how to:

4. Select appropriate audit 

teams and assign their

roles and responsibilities

7. Report the outcome

of the audit programme

to the audit client 

1. Plan and schedule audits

considering audit risks

5. Conduct audits, 

including the use of 

appropriate sampling methods

8. Maintain audit

programme records

2. Manage information security 

and confidentiality and 

manage the audit risks 

6. Conduct audit follow-up, 

if applicable

9. Monitor the operation,

risks and effectiveness 

of the audit programme

3. Assure the competence 

of auditors and audit

team leaders
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3.3. Management Review

Definition

A periodic review of the Management System performed by 

top management to analyze its continuing suitability, 

adequacy and effectiveness

Term Concept

Suitability Results are achieved in the best possible way

Adequacy Outputs fulfill established criteria

Effectiveness The system fulfills the organization’s needs
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4.1. Treatment of non-conformities

Define a Process to Resolve Problems and Nonconformities

Yes

Start

Select Likely Causes

Develop possible
Solution(s)

Finish

Is the 

Cause 

a Root 

Cause?

No

Planning Phase

0 Identify the Problem

1
Establish the Team/ 

Use a Team approach

3
Develop Interim 

Containment Plan

2 Describe the Problem

4
Define / Verify
Root Cause(s)

Choose / Verify Permanent 
Corrective Actions (PCAs) 5

Implement 
and validate PCAs 6

Congratulate your Team 8

Prevent recurrence 7



47

4.1. Treatment of non-conformities

Corrective Action Procedure

Analysis of 

root causes

Evaluation 

of options

Selection of 

solutions

Review and follow-up of actions taken

Implementation of solutions and records 

of actions taken

Identification and documentation of the 

nonconformity

Continual improvement

Corrective action

Situation analysis

Identification of 

the nonconformity 
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4.1. Treatment of non-conformities

Preventive Action Procedure

The organization shall determine the actions to

eliminate the potential nonconformity

causes in accordance with the conditions of the

ISMS

Preventive actions Corrective actions

Effectiveness Costs
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4.2. Continual Improvement

Continuous Monitoring Process of Change Factors

ISMS change 

factors to 

monitor

Organizational changes

Changes in 
technologies

Changes 
from ISMS

External changes

 Hardware

 Software

 IT procedures

 IT processes

 Information security policy

 New risk scenarios

 Changes of procedures

 Result of tests and exercises

 Result of audit

 Mission

 Business objectives

 Budget and resources

 New product and services

 Change in personnel

 Laws and regulations

 Clients , suppliers concerns and 

requirements

 Vendors SLA

 Changes in the environment (ex: 

competitors)
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Maintenance

Implementation

4.2. Continual Improvement

 The ISMS needs to be 

maintained and updated 

periodically

 Any agreed improvements 

to the process or actions 

necessary to improve 

conformity to the process 

should be notified to the 

appropriate managers to 

have assurance that no 

risk or risk element is 

overlooked or 

underestimated before 

implementation of changes

Improvement

Maintenance and Improvement of the ISMS
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Certification process

List of activities

ISMS

Implementation
1. Selecting a 

Certification body

3. Stage 1 audit2. Audit preparation

5. Follow-up audit

(if necessary)

6. Confirmation 

of registration

4. Stage 2 audit 

(on-site audit)

Continuous

Improvement and

surveillance audit

B
e
fo

re
 t

h
e

 a
u

d
it

In
it

ia
l 

a
u

d
it

A
u

d
it

 f
o
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o

w
-u

p

Internal Audit and

Management 

Review


